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Fuzzing has become a growingly popular method for finding software bugs. In-
terest in this area of research has been partially reignited by DARPA’s Cyber Grand
Challenge (CGC) binaries, which focused on creating automatic systems capable of
finding flaws and formulating patches [3]. Since then, a multitude of effective and
diverse fuzzers have been published like BuzzFuzz, Driller, VUzzer, AFLGo, and An-
gora. All of these fuzzers have presented powerful techniques in the area of software
fuzzing. However, to the best of our knowledge, the area of embedded software fuzzing
has yet to be explored.

We attempt to address our problem by building on top of already existing projects.
Avatar2 is an orchestration framework designed to support dynamic analysis of embed-
ded devices [2]. Avatar2 makes use of PANDA, an open-source Platform for Architecture-
Neutral Dynamic Analysis. We make use of one of PANDA’s unique features – the
ability to record whole system executions of embedded devices [1]. Within PANDA, we
write a taint analysis plugin and use it during replays of execution recordings. This
plugin helps make informed decisions of which areas of code to fuzz in an embedded
system, helping us find meaningful bugs.
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