
The Center for Cyber Defenders
Expanding computer security knowledge

Project Mentors: Derek Hart, Org. 5824 and Casey Glatter, Org. 5828

Overview

SCEPTRE uses phēnix to orchestrate 
creating, configuring, and launching ICS 
(Industrial Control System) experiments. 
phēnix is responsible for taking a network 
description and supporting configuration 
files and converting them to a format that 
can be read and deployed by a deployment 
service (e.g. minimega).

protonuke

protonuke is a simple, standalone, 
configuration-less traffic generator for IP 
networks. It supports four protocols:

	   http
	   https
	   ssh
	   smtp

In addition, protonuke also has servers for 
each of the protocols provided, and it can 
act as either server or client. protonuke 
servers do not require protonuke clients, 
and protonuke clients do not require 
protonuke servers.

Objective

Integrate protonuke into phēnix as an 
additional application that can be used in 
experiments.

Approach

Integrating protonuke required two tasks:
	   creating a protonuke topology
	   creating the protonuke application    
  itself

topology

To build an experiment in phēnix, a network 
must be defined. The network definition 
is described in a set of files known as a 
topology. The following is a sample of a 
protonuke topology:

application
Creating an application for phēnix requires 
implementing four different modes:

In regards to protonuke, only Configure and 
Start were necessary to implement.

Result

The protonuke application currently 
supports Ubuntu images. A user is able to 
create an experiment with the protonuke 
application and specify how many servers/
clients they want in their experiment.

Future Goals

The next steps for protonuke application 
development include:
	 1)  support for other operating systems
	 2)  compatibility with other phēnix applications
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